Syssero® Solution Packet

View Security Role Group Assignments




Solution Overview

Reviewing Security Role Group Assignments in Workday® is an essential governance activity,

typically carried out to ensure that access rights within the system are properly aligned with
organizational roles and responsibilities. Whether it's part of a routine security audit, a response
to changes in team structures, or simply to confirm that the access levels are compliant with
internal policies, this is key to safeguarding data integrity and operational efficiency.

Impacted Functional Areas

- Security

Step 1: Access the Security Group Report

Kick things off by searching for the "View Security Group" report. Then, pull up the specific
Security Group you're looking to review by typing it into the “Security Group” field.

View Security Group

Security Group * j| X Payroll Administrator -




Step 2: Review Members

In the 'Members' section, you'll be able to see a list of all users assigned to the selected

User-Based Security Group. This is where you ensure that access is granted appropriately.

View User-Based Security Group Payroll Administrator === i

Name Payroll Administrator
Comment Unconstrained access to create and maintain all payroll setup data. Examples include earnings,

Context Type Unconstrained

~ Members

System Users  Sample User A, email@noreply.com
Sample User B, email@noreply.com
Sample User C, email@noreply.com
Sample User D, email @noreply.com
Sample User E, email @noreply.com
Sample User F, email@noreply.com
Sample User G, email @noreply.com

Step 3: Check Role-Based Security

For insights into Role-Based Security, look for the "Extract Organization Role Assignments" report.
Here, you can select one or more Security Roles that you need to examine.

IExtract Organization Role Asslgnmentsl

Instructions  To review your specific Role Assignments select the desired Role(s) AND Organization Type(s). If you would like to see all your current role
assignments in this tenant, simply run the without populating the prompts

Role | x HR Analyst (Local) - =

X HR Analyst (Supervisory) -

Organization Type

Filter Name

Manage Filters

“ Cancel




Carefully review the 'Role Assigned to' column to ensure it corresponds accurately with the

defined Role and associated Organizations.

Extract Organization Role Assignments -

Role HR Analyst (Local)
HR Analyst (Supervisory)
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For an in-depth analysis, you can also look at Workday®'s other security reports:

Effective Date

09/ 1302 9700 00 000 AM

091202 01 000,000 AM

090202 97 00 00 000 AM

09/1 17207 91 00 00 000 AM

09V 07 0000 000 AM

081472022 01 0000000 AM

D8/11/2022 07 00,000 AM

062172022 01:00:-00.000 AM

- "View Security Groups for User": To identify the security groups a user is part of.
- "Extract Worker Security Group and Role Assignments": For detailed information on a

worker's security roles and group assignments.

- "Role-Based Security Group Assignments": To view assignments within role-based

security groups.

- "Role Assignments for Worker Position": To examine role assignments by worker

position.

- "Worker Role Assignments": For a summary of all roles a worker holds.

Now you can ensure that your organization's data remains secure and that access rights are

aligned with each individual's role and responsibilities.

For help or more info, reach out to info@syssero.com
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